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Why BlackBerry?

THE WORLD’S MOST TRUSTED MOBILE SECURITY

What We Provide

Our integrated security solution helps companies manage and secure their mobile devices
and connected things and secures communications for all messaging and file types.
BlackBerry Secure is a comprehensive mobile-native approach to security that ad-
dresses the entire enterprise from end point to end point.

Being BlackBerry Secure means enterprise-wide solutions that are informed by deep mobile
security expertise and experience, continuous technical innovation, industry partnerships and
academic collaborations, on-demand cyber-security expert services and a point of view that
recognizes vulnerability wherever it lies.

At the core of the BlackBerry Secure platform are:

BlackBerry UEM (formerly BES12) — Provides the granular control and
visibility that IT needs to secure all endpoints, along with the flexibility to
support a wide array of productivity and other business use cases. Black-
Berry UEM supports all major OS platforms and device ownership models
with a single console. It also supports native MDM controls for managing
device policies and MAM capabilities for deploying approved business
apps.

BlackBerry Dynamics (formerly Good Dynamics) — Delivers a foundation
for secure enterprise mobility by offering an advanced, mature develop-
ment platform and container for mobile apps. BlackBerry Dynamics is de-
signed to eliminate the risk of data leakage by delivering proven security at
the app level. It is also flexible enough to support a vast and ever-changing
set of apps, workflows, and business processes.

BlackBerry Workspaces (formerly WatchDox) — Enables users to share,
edit and control their files on every device with the highest level of security
due to embedded digital rights management (DRM) protection in the files.
With Workspaces, you stay in control — even after files are shared outside
your firewall.

BlackBerry 2FA (formerly Strong Authentication) — Allows users to replace
the cost and hassle of a physical token and typing in codes with the
simplicity of acknowledging a prompt on their secured mobile device for
two-factor authentication.

BlackBerry Enterprise Identity — Enables users to Single Sign-on
(SSO) into a variety of third-party cloud services such as Office365, Box,
Dropbox, Workday and Salesforce. Even more compelling is Mobile Zero
Sign-on (MZSO0), where simply unlocking the phone grants transparent
access to services without requiring a password.

BlackBerry SDK - Allows application developers to easily integrate any
BlackBerry service (i.e., BlackBerry UEM, BlackBerry Workspaces and
BlackBerry Dynamics) into their applications via a Platform-as-a-Service
model.
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How We Do It Independent Expert Evaluation

e WE ARE SECURITY AT THE CORE 80+Certifications — most of any mobile vendor by far
In a highly connected world, security and privacy are paramount — they are part of our

DNA and at the forefront of everything we do. ) L . L
BlackBerry Dynamics / Works — Common Criteria security certification

e WE INNOVATE EAL4+, the highest in mobile

We deliver innovative solutions across the mobile ecosystem and beyond, securing the

) o ) BlackBerry QNX — EAL4+ Common Criteria certified with military grade
world’s most sensitive data across all endpoints.

encryption

e WE OFFER BREADTH OF SOLUTIONS
BlackBerry has the most secure and comprehensive suite of software and services to
connect people, devices, processes and systems for today’s enterprise of things.

BlackBerry AtHoc — FedRamp - highest for Cloud

BlackBerry passed the strictest government grade NIAP/Common Criteria
e WE INVEST STRATEGICALLY

BlackBerry is continuing to make strategic investments in areas that will help us expand
in security, privacy and the Internet of Things including EMM , secure messaging and con-
tent management, |OT/automotive, cybersecurity consulting, IP licensing.

security assessment

Received the highest product scores in all six use cases of Gartner’s August
2016 “Critical Capabilities for High-Security Mobility Management” report

e WE HAVE AN EXPANSIVE ECOSYSTEM
We continue to invest in strategic partnerships with industry leaders, ISVs, manufacturers,
distributors and resellers that allow us to evolve our offerings.

BlackBerry is the only EMM vendor to receive Full Operational Capability
(FOC) for US DoD

Recognized by the World’s independent Thought
Leaders

HIGHEST SCORE' - in 6/6 uses cases critical capabilities for high security mobile
management

VISIONARY? - for 3 years in a row, Gartner has ranked our EFSS solution, Workspaces
(formerly Watchdox), in the Visionaries category

LEADER:? - the Forrester WaveTM Enterprise Mobile Management Enterprise File Sharing.

1. Critical Capabilities for High-Secure Mobility Management (August 2016)
2. Gartner’s 2016 Magic Quadrant (MQ) for Enterprise File Synchronization and Sharing (EFSS)

3. The Forrester Wave: Enterprise Mobility Management, Q4 2015 (December, 2015)




